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Charities & Fraud

Outline of session

o Context & definitions

o Five step model 

ÅAccept it exists

ÅUnderstand vulnerabilities

ÅBuild awareness & culture

ÅControls

ÅReport & respond



Charity fraud ģ how 
big an issue?

o How much is lost to fraud?
o Is it the £ or reputation?
o Are charities more or less at 

risk?
o Charity Commission focus
o Trust v controls



Economic crime 
Survey 2024

o Fraud impacted 27% 
businesses

o 40% ĥcyber facilitatedĦ
o Average cost £2k
o Most common types
Å fake invoice ģ 11%
ÅMandate fraud ģ 7%

o 22% reported to police



Definitions
o Fraud is a form of dishonesty involving, 

amongst other things, false representation, 
failing to disclose information or abuse of 
position, which has been undertaken in 
order to make a gain or cause loss to 
another. 

o Theft is dishonestly appropriating property 
belonging to another with the intention of 
permanently depriving the other of it. 



Five steps

Managing fraud risk

1. Accept fraud exists

2. Understand your own vulnerabilities

3. Build awareness & right culture

4. Review & assess controls

5. Report & take action
.



Fraud triangle

Motivation 

Opportunity Rationalisation



Accept fraud exists

Examples:
o Dominant CEO
o Trustworthy finance 

manager
o Trustees
o Fundraising activities
o Cyber fraud
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Understand your 
vulnerabilities

Generic areas of fraud risk:
o Payroll & expenses
o Payment & procurement 

processes
o Cyber & other external 

risks

Where are your charityĦs
specific vulnerabilities?



Different charities = different risks

 

Type of charity Potential risk

Grant -making trust

International NGO

Branch structures

Social care providers

Retail operations



Different charities = different risks

 

Type of charity Potential risk

Grant -making trust
Fraudulent grant applications

International NGO Geographically dispersed 

operations, cash economies

Branch structures Volunteers and many bank 

accounts

Social care providers Complex payrolls, service 

userĦs money

Retail operations
Theft of stock, cash



ECCTA

o New (Sept 25) corporate offence (large cos)

o Failure to prevent others from committing 

fraud that benefits the business

o Excludes where you are defrauded and 

suffer loss

o Defence ģ reasonable measure test



ECCTA & charities

Risks that could apply:

o funding bids

o reporting to donors/use of restricted 

funds

o misleading fundraising asks

o gift aid

o procurement - collusion with supplier



Five steps

Managing fraud risk

1. Accept fraud exists

2. Understand your own vulnerabilities

3. Build awareness & right culture
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5. Report & take action
.



Build awareness & 
right culture

o Openly discuss the risks
o Tone from top
o Genuine accountability
o Fraud, bribery & 

corruption policy
o Key messages (eg 

payment by e-mail)
o Spread the word ģ if in 

doubt question it
o Whistle -blowing
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Dominant CEO

How to manage:
o Trustees understand 

oversight role
o Segregation of duties
o Open culture
o Whistle -blowing
o Lifestyle changes



Trusted finance 
manager

How to manage:
o Skilled oversight
o Independent review of 

accounting records
o Reconciled man accs (inc 

balance sheet)
o Segregation of core duties 

(eg payments)
o Audit trails
o Lifestyle changes



Trustees

How to manage:
o Code of Conduct
o Fit and proper
o Trustee responsibilities
o Declarations of interest
o Transparency of 

transactions
o Accountability
o Whistle -blowing



Fundraising

How to manage:
o Controls over fundraising 

materials
o Publicise legitimate 

collections
o Trend analysis
o Know whatĦs happening

in your name (Google 
Alerts)



Cyber

How to manage:
o Awareness raising
o Virus protections
o Password policy
o Min access requirements
o Device controls
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Fraud response plan
o How would you respond 

to an allegation of fraud 
in your organisation?

o Do you have a fraud 
response plan?

o Why would you need 
one?

o Take appropriate advice 
(eg HR)



Case study ģ fraud response

o Former member of staff alleges 

payments are being made to bogus 

suppliers.

o Led by programme manager but 

other staff may be complicit

o Been happening over last 6 months 

What do you do?



Reporting

. 

o Insurers?
o Donors?
o Media?
o Auditors?


